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1. Create a New Administrator Account: In addition to the
Windows account used for the special purpose use, it is
recommended that a second, password protected local
administrator account be created to more easily facilitate a
system recovery if needed.

2. Configure Windows Auto Login (detailed instructions) -

Typically special purpose configured systems are set up to
boot directly into the application. Auto login provides that
ability.

3. Turn Off Windows Notifications: Settings > Personalizations
> Taskbar > Notification Area

4. Turn Off System Icons: Settings > Personalizations >
Taskbar > Notification Area > Turn system icons on or off

5. If using Windows Defender: Create an Exclusion for your
application folder

6. Turn Off Windows Defender Notifications: Settings >
Windows Defender > Open Windows Defender > Settings
(icon) > Windows Defender Antivirus | Firewall Notifications
7. Turn Off Snap: Settings > System > Multitasking > Snap

8. Turn Off Virtual Desktops: Settings > System > Multitasking
> Virtual Desktops > Only the desktop I'm...

9. Remove People Icon from the Taskbar: Settings >
Personalization > Taskbar > People

10. Turn Off UAC: Control Panel > User Accounts > Change
User Account Control settings

11. Set Taskbar to Auto Hide: Settings > Personalizations >
Start and Taskbar

12. Disable WiFi Services: Settings > Network & Internet > Wi-
Fi > Wi-Fi Services

13. Disable WiFi Hotspot: Settings > Network & Internet > Wi-
Fi > Hotspot 2.0
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If your setup uses a touchscreen, following the
recommendations below will ensure that the Windows 10
touch keyboard will appear when entering an input field in
your Windows Desktop application (win32/classic). This does

not apply to Windows UMP type applications.

1. Set Windows to Desktop Mode: Settings > Settings > System
> Tablet mode > When | sign in > Use desktop mode

2. Turn Off Snap: Settings > Settings > System > Multitasking
> Snap

3. Set the Virtual Desktop: Settings > Settings > System >
Multitasking > Virtual desktops > Only the desktop I'm using
4. Turn On the Touch Keyboard: Settings > Devices > Typing >
Show the touch keyboard when not in tablet mode and
there's no keyboard attached option enabled

5. Turn On Standard Keyboard Capability: Settings > Devices >
Typing > Add the standard keyboard layout as a touch
keyboard option

6. Detach Input Devices: Be sure that no physical input
devices (keyboard, mouse, etc) are attached to the device.
Otherwise, Windows will not display the touch keyboard.

7. Add the "C:\Program Files\Common Files\microsoft
shared\ink\TabTip.exe" path to the Background Apps section
in the Secure Lockdown utility. This is only required if you
find issues with the Touch Keyboard appearing when
entering input fields.

8. Some touch screens are connected via USB. If you're using
the Chrome browser in this case, be sure to start Chrome
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This section discusses how to remove items from the
Windows Start Menu in order to display only the desired

applications.

1. Unpin Unneeded Tiles: Right-click on each item and choose
Unipin, or Uninstall (if available)

2. Remove Folders: Settings > Personalization > Start >
Choose which folders appear on Start

3. Remove Start Menu List Items: Enter the following in the
Windows Run dialog, then delete the unneeded shortcuts
and folders:

%AppData%\Microsoft\Windows\Start Menu\Programs
%ProgramData%\Microsoft\Windows\Start Menu\Programs

Remove Unnecessary Apps and
Windows Built-In Components

This section covers the removal of unneeded Windows
applications and features such as Internet Explorer 11 and

many built-in Windows 10 packages.

1. Remove Unnecessary Apps & Features: Settings > Apps >
Apps & Features

Be sure not to uninstall needed system applications such as
special graphics or network application specific to the
computer. Be sure to uninstall Windows Update Assistant. If
it is not uninstalled, it will download and install all Windows
Updates (even if the Windows Update Service is disabled).
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Remove or Disable Other Windows
Features

This section lists several miscellaneous Windows core
components to remove or disable such as Cortana, Edge
Browser, and OneDrive as well as other unnecessary
features. Performing these suggestions will assist in better

boot speeds and improved system resources.

1. Turn Off Windows Recovery Screen: remove the Windows
Recovery screen if there is a power failure.

Run a command prompt as an admin
Type "bcdedit /set {current} bootstatuspolicy
ignoreallfailures"

2. Disable Windows Recovery Dump Files: Control Panel >
System and Security > System > Advanced system settings >
Startup and Recovery > Settings

Disable Write an event to the system log
Enable Automatic restart
Set Write debugging information > none

3. Remove Cortana (detailed instructions)
4. Remove Connect (detailed instructions)

5. Remove Edge Browser (detailed instructions)

6. Uninstall OneDrive (detailed instructions):

7. Remove Unneeded Windows Services (detailed instructions)
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To optimize boot times further and improve security, there

are several BIOS-level settings to consider.

1. Set a password to access the BIOS

2. Set the system to power on after a power outage

3. Enable Quick Start boot options

4. Disable any unused BIOS-level components such as boot
from network or USB options

Lock Down Windows

To secure the setup of the special purpose system and to
ensure that only the application(s) intended for the system
are available, it is highly recommended that the applicable
Secure Lockdown product be incorporated into your

Windows 10 configuration.

Learn more about Inteset Secure Lockdown...

Our company Shop § inteset”

Systems
About us prOd UCtS Corporate
Contact us Compare Secure I5-I1elaiclilqst1arters:
Support Lockdown editions Building E, Suite 21A
Connect with us Secure Lockdown - Multi- Hanover, MA 02339, USA

@ app Ed. Phone:

1-781-826-1560
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